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DETAILED ACTION 



1. 



Claims 1-35 are pending. 



Information Disclosure Statement 



2. The information disclosure statement (IDS) submitted on September 18, 2007 
was filed before First Office Action. The submission is in compliance with the provisions 
of 37 CFR 1.97. Accordingly, the information disclosure statement is being considered 
by the examiner. 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 



conditions and requirements of this title. 

the claimed invention is directed to non-statutory subject matter. 

To be statutory, a claimed computer-related process must either: (A) result in a 
physical transformation outside the computer for which a practical application is either 
disclosed in the specification or would have been known to a skilled artisan, or (B) be 
limited to a practical application with useful, concrete and tangible result. 

A practical application can be either physical transformation or a useful, concrete 
and tangible result. 

Claims 1-7,9-33,35 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 



Claim Rejections - 35 USC § 101 



3. 



35 U.S.C. 101 reads as follows: 
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As per claim 1 , recite a method of selectively sharing a plurality of distributed access- 
controlled documents, comprising a plurality of content providers cooperating to create 
a privacy-preserving index structure and the privacy-preserving index structure mapping 
a plurality of keywords representing a content to be shared to the plurality of content 
providers. The claims do not provide a tangible result such as returning a search result 
to the user or storing the results in memory. Claims 9-33, 35 are rejected on the same 
rationale. Claims 8, 34 would resolve the issue if moved up into the independent 
claims. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1,25,31 rejected under 35 U.S.C. 102(b) as being anticipated by US 
5,845,278 issued to Steven T. Kirsh et al ("Kirsh"). 

As per claim 1 Kirsch anticipates: 

a plurality of content providers cooperating to create a privacy-preserving index 

structure (column7, lines 55-57, as collection meta index); and 

the privacy-preserving index structure mapping a plurality of keywords representing a 
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content to be shared to the plurality of content providers (column 5, lines 33-45). 



Claims 25, 32 are rejected based on the same rationale as claim 1 . 

Claim Rejections - 35 USC § 103 
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 2-8, 26-28,32-34 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Kirsch as applied to claim 1 above, and further in view of US 

2004/0260680 issued to Steven Francis Best et al ("Best"). 

As per claim 2 same as claim arguments above and Kirsh teaches wherein the content 
providers comprise a provider specific search interface for receiving a query (column 5, 
lines 34-47, as search interface). Kirsh does not explicitly teach "for authenticating a 
searcher ". Best does teach this limitation (paragraph 1 15, as checking userid from the 
search query) to for personalized searching in a distributed data processing system. It 
would have been obvious to a person of ordinary skill in the art at the time of the 
invention was made to modify Kirsh with authenticating a searcher to for personalized 
searching in a distributed data processing system as described by Beast (paragraph 8, 
lines 1-3). 
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As per claim 3 same as claim arguments above and Kirsch teaches: 

further comprising the searcher submitting the query containing one or more keywords 

to a privacy-preserving index system (column 6, lines 35-62 as submitting query). 

As per claim 4 same as claim arguments above and Kirsch teaches: 
further comprising returning a list of content providers that present the one or more 
keywords in the content to be shared (column 10, lines 25-30, as the list of selected 
collections are presented to the user ). 

As per claim 5 same as claim arguments above and Kirsch teaches: 
wherein the list of content providers comprises at least 50% false positive content 
providers(column 10, lines 25-30, as the list of selected collections are presented to the 
user ). 

As per claim 6 same as claim arguments above and Best teaches: 
further comprising the searcher submitting the query annotated with an identity for the 
searcher to a specified content provider on the list of content providers (paragraph 115, 
as checking userid from search query). 

As per claim 7 same as claim arguments above and Best teaches: 

further comprising the specified content provider authenticating the identity of the 

searcher for allowing access to the content to be shared(paragraph 1 15, as checking 
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As per claim 8 same as claim arguments above and Best teaches: 

further comprising the specified content provider returning to the searcher one or a 

plurality of documents that match the one or more keywords (Figure 13, search result 

list). 

Claims 26-28, 32-34 are rejected based on the same rationale as claims 2-4,8 above. 

Claims 9-10-12,19, 21-22, 29-30,35 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kirsch as applied to claiml above, and further in view of US 
2002/0026345 issued to Ari Juels ("Juels"). 

As per claim 9 same as claim arguments above and Kirsch does not explicitly teach 
grouping the plurality of content providers into a plurality of privacy groups. Juels does 
teach this limitation (at paragraph 46, as group privacy) to target information delivery. It 
would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to modify Kirsch with grouping the plurality of content providers into a 
plurality of privacy groups) to target information delivery as described by Juels 
(abstract). 

As per claim 10 same as claim arguments above and Kirsch does not explicitly teach 
wherein the at least one privacy group comprises at least three contents. Juels does 
teach this limitation (at paragraph 46, as group privacy) to target information delivery. It 
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would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to modify Kirsch with wherein the at least one privacy group comprises at 
least three contents to target information delivery as described by Juels (abstract). 

As per claim 11 same as claim arguments above and Kirsch does not explicitly teach 
wherein each of the content providers is grouped into one privacy group. Juels does 
teach this limitation (at paragraph 46, as group privacy) to target information delivery. It 
would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to modify Kirsch with the content providers is grouped into one privacy group 
to target information delivery as described by Juels (abstract). 

As per claim. 12 same as claim arguments above and Kirsch teaches: 

further comprising performing a randomized index construction algorithm to create the 

bit vectors for the content providers ...(column 7, line 65 to column 8, line 5,, indexing 

algorithm). 

As per claim 19 same as claim arguments above and Kirsch teaches: 

wherein a content provider performs the randomized index construction algorithm to 

create a provider keyword bit vector... (column 7, line 65 to column 8, line 5,, -indexing 

algorithm). 

As per claim 21 same as claim arguments above and Kirsch teaches: 



Application/Control Number: 10/657,458 Page 8 

Art Unit: 2167 

wherein content providers in the ring formation sequentially perform the randomized 
index construction algorithm on the provider keyword bit vector. ...(column 7, line 65 to 
column 8, line 5„ indexing algorithm). 

As per claim 22 same as claim arguments above and Kirsch teaches: 
further comprising the content providers in the ring formation passing provider keyword 
bit vectors and performing the randomized construction algorithm on the keyword bit 
vector until the provider keyword bit vector has completed r rounds around the ring 
formation... (column 7, line 65 to column 8, line 5,, indexing algorithm). 

Claims 29-30, 35 are rejected based on the same rationale as claims 9, 12 above. 

Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kirsch as applied to claim! above, and further in view of US 2002/0026345 issued 
to Ari Juels ("Juels") and further in view of US 2005/0076104 issued to Barbara 
Liskov et al ("Liskov"). 

As per claim 13 same as claim arguments above and Kirsh further in view of Juels do 
not explicitly teach arranging the content providers in the privacy group in a ring 
formation. Liskov does teach this limitation (at paragraph 10, as content providers in 
star topology) formation to accelerate access to the content on behalf of the user. It 
would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to modify Kirsh further in view of Juels with arranging the content providers 
in the privacy group in a ring formation to accelerate access to the content on behalf of 
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the user as described by Liskov (paragraph 4, lines 1-4). 

Claims 23-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kirsch as applied to claiml above, and further in view of US 2002/0026345 issued 
to Ari Juels ("Juels") and further in view of US 6,879,976 issued to David E. 
Brookler et al ("Brookler"). 

As per claims 23 -24 same as claim arguments above and Kirsch further in view of 
Juels do not explicitly teach bit vectors . Brookler does teach this limitation (column 2, 
lines 50-55,as bit vectors). It would have been obvious to a person of ordinary skill in 
the art at the time of the invention to modify Kirsh and Juels with bit vectors to efficiently 
index data as described by Brookler (column 2, lines 48-50). 

Claims 14-18,20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kirsch as applied to claiml above, and further in view of US 2002/0026345 
issued to Ari Juels ("Juels") and further in view of US 2005/0076104 issued to 
Barbara Liskov et al ("Liskov") and further in view of US 6,879,976 issued to 
David E. Brookler et al ("Brookler"). 

As per claims 14-18,20 same as claim arguments above and Kirsch further in view of 
Juels further in view of Liskov do not explicitly teach bit vectors . Brookler does teach 
this limitation (column 2, lines 50-55,as bit vectors). It would have been obvious to a 
person of ordinary skill in the art at the time of the invention to modify Kirsh and Juels 
with bit vectors to efficiently index data as described by Brookler (column 2, lines 48- 
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6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Susan Rayyan whose telephone number is (571) 272- 
1675. The examiner can normally be reached M-F: 8am - 4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Cottingham can be reached on (571) 272-7079. The fax phone 
number for the organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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